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PREFACE

DOCUMENT HISTORY

The following table provides a description of all changes to this document.

1.0 06/08/2021
1.1 14/12/2022
1.2. 07/02/2024
1.3. 07/05/2024
1.4 08/01/2026

Initial version
Added SFTP host/port details
Added note to SFTP host/port details section

Effective 08 July 2024, several cryptographic algorithms will no longer be
supported (see section 4)

Effective 08 January 2026, new IP Addresses (see section 3)

Effective 09 March 2026, decommission legacy IP Addresses (see section
3)

CONTACT INFORMATION

For technical support, please contact the Euronext Service Operations at serviceoperations@euronext.com.
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1. STEPS TO CONFIGURE AUTHENTICATION SETTINGS

STEP 1 -SIGN IN

URL: https://live.euronext.com/

Press “Sign in”.

= ‘ EURONEXT  Live markets Name, ISIN, Ticker, Index Q_ Searchsite Q, & B en
EURONEXT MARKETS LIVE
AEX-INDEX 822,55 »(
Name, ISIN, Ticker, Index Q Create account [Signin
NATIONAL INDICES EUROPEAN INDICES CURRENCY RATES
Enter your live.euronext.com “Username” and “Password”.
' EURONEXT  Live markets ®en

LOG IN

Welcome, please sign in.

Username

Username or e-mail

Password

Your password

LOG IN

STEP 2 — SELECT AUTHENTICATION METHOD

Press “My Datashop Profile”.

= ‘ EURONEXT  Live markets Name, ISIN, Ticker, Index Q Searchsite Q & Ben
Profile
EURONEXT MARKETS LIVE Watchiists
Quote alerts

AEX-INDEX 82285 a(+0,04%) BEL20 36 Companynews

Subscriptions
Name, ISIN, Ticker, Index Q My Data Shop

Log out

Select your preferred “Authentication Method”.
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= ‘ EURONEXT Live markets Name, ISIN, Ticker, Index Q Search site Q = @ en

MY DATA SHOP

My SFTP Settings My Licenses My Files

Authentication Method

Username / Password e l

Username / Password
SSHKey
Username / Password + SSHKey

STEP 3 —ENTER YOUR ACCESS DETAILS

e AUTHENTICATION METHOD: “USERNAME / PASSWORD”
Your SFTP “Username” is pre-defined by Euronext. You may change it.
Enter your SFTP “Password”.

Press “Update”.

= ‘ EURONEXT  Live markets Narme, ISIN, Ticker, Index Search site [ ] GEN~
Q Q -»
Authentication Method <
Username / Password v
Username Password
your username sesssssnee
POLICY STATUS CONSTRAINT
Reqular base policy Pass 1 special characters
Reqular base policy Pass 1 uppercase characters
Regular base policy Pass 1 numeric characters
Regular base policy Pass Password character length of at least 8 characters
Reqular base policy Pass Password must not contain the user's username.
Status
ACTIVE

e AUTHENTICATION METHOD: “SSHKEY”
Your SFTP “Username” is pre-defined by Euronext. You may change it.
Enter your “SSHKey”.

Press “Update”.
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Authentication Method

SSHKev v

Username

your username

Public SSHKey

ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABAQCAg4pvXrzvQbQlpEbYns8INCxfp17LoBEpwdvTivikOyAfu8HRzZcZ+pu7yl,

Status

ACTIVE

Update

e AUTHENTICATION METHOD: “USERNAME / PASSWORD + SSHKEY”
Your SFTP “Username” is pre-defined by Euronext. You may change it.
Enter your SFTP “Password”.

Enter your “Public SSHKey”.

Press “Update”.

Username / Password + SSHKev v
Username Password

your username sessssccee

poLicy STATUS CONSTRAINT

Regular base policy Pass 1 special characters

Regular base policy Pass 1 uppercase characters

Regular base policy Pass 1 numeric characters

Regular base policy Pass Password character length of at least 8 characters

Regular base policy Pass Password must not contain the user's username.

Public SSHKey

ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABAQCAg4pvXrzvQbQLpEbYns8INCxfp17LoBEp9wdvTivikOyAfuBHRzZcZ+puTyl,

Status

ACTIVE
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2. STEPS TO GENERATE SSH KEY USING WINSCP

The WinSCP application is used for illustration purposes. The user may select any other application that

supports the PuTTY format! to generate the SSH KEY.

STEP 1 — OPEN “NEW SESSION”
Press “New Session” under “Session” menu

B, WinscP
Local Mark Files Commands | Session | Options Remote Help
& NewSession.. Cul+N  fettings Default - -
B New Session
£5C OSDrive = Ty
x| v
a \
Name Name Size Changed
= Workspaces
B2 sites

STEP 2 — OPEN “ADVANCED” SESSION SETTINGS

Rights

Owner

Press “Advanced” under the “Advanced” button on the “Login” window
ﬁ Login - >
@ New Site Session
File protocal:
SFTP ~
Host name: Port number:
| || 22
User name: Password:
Save - Advanced... |v
Session
| Advanced...
Edit Raw Settings...
Global Preferences
Logging...
Tools - Manage - Login > Close Help

LPuUTTY is the only key format supported by the Euronext Data Shop SFTP
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STEP 3 — GENERATE SSH KEY PAIR

Go to “Authentication” under “SSH” on the “Advanced Site Settings” window

Press “Generate New Key Pair with PuTTYgen...” button under the “Tools” button

| Advanced Site Settings

Connection
Proxy
“Tunnel

SSH

Key exchange

Authentication
.- Bugs

Note

Color -

[]Bypass authentication entirely
Authentication options

Attempt authentication using Pageant

[#] Attempt 'keyboard-interactive' authentication

Respond with a password to the first prompt

Attempt TIS or CryptoCard authentication (SSH-1)

Authentication parameters
[Jallow agent forwarding
Private key file:

? X
X

M

K

Tools A |

Display Public Key

GSSAPT

Generate New Key Pair with PuTTYgen...

[] Attempt GSSAFT authentica

Install Public Key into Server...

[ Allow GSSAPI credential delegation

oK

Help -

Press the “Generate” button and then follow the instructions provided by the WinSCP application.

F PUTTY Key Generator
File Key Conversions Help

Key
No key.

Actions
Generate a public/private key pair
Load an existing private key file

Save the generated key

Parameters

Type of key to generate:

Save public key

X

Generate

Load

Save private key

@ RSA (O DsA (ECDSA (O EdDSA () SSH1 (RSA)
Number of bits in a generated key:
© 2026, Euronext N.V. 8of11
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STEP 3 — SAVE SSH KEY PAIR

Press “Save private key” and “Save public key” buttons

E PUTTY Key Generator
File Key Conversions Help

Key
Public key for pasting into OpenS5SH authorized_keys file:

+ryX40fOMoHXYe

ssh-rsa AAAAB3NzaC1yc2ZEAAAADAQABAAABAQCOVEjwxIrAvADMzEL8uhJ6pUGD JKOUMGSukJiDgx8aR ~

+eLEnbvYv1chbdfxFoWPCytMzlyc TLh2cWKEn8HhnDXZ T6y3CTh7S:xW 1Bs84viGIJmge40ikuF0PMaHB4 T fugE10WcfCs9B
0bBGhYsTLFuRO0SEHLC JtiZ4-+A3daoBmMnko3NI2E7DE0K1eBZaEREW 00zWIS/7JInwLqPpilkZZDC5n7ElcYzNOTu

BF9YZC+6HgQTzGE4X72Jg43IUfpbtlGzrVgbE+wO JAXfXPS2nXilwbAFuULcgRdWz v
Key fingerprint | ssh-rsa 2048 SHA256:irmboQFX3BK36UUAQ83TcsHJABBERS/FXCSBNNZun1CO |
Key comment |rsa—key—20210804 |
Key passphrase: | |

|

Confirm passphrase: |

Actions

Generate a public/private key pair
Load an existing private key file

Save the generated key

Parameters

Type ofkey to generate:
@ RSA () DsA (JECDSA

MNumber of bits in a generated key:

© 2026, Euronext N.V.
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Load
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3. SFTP HOST/PORT DETAILS

Recommended method:

e Host: data.prodnr.euronext.cloud
e Port: 22000

Alternative method (not recommended)
Effective 08 January 2026
IP Addresses

e 54.194.129.246
e 52.215.43.238
e 52.51.203.104

NOTES:

e legacy IP addresses to be decommissioned on 09 March 2026. Please contact
serviceoperations@euronext.com if you have any question.

e C(lient IP addresses are not required to be whitelisted for Data Shop SFTP access

© 2026, Euronext N.V.
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4. CRYPTOGRAPHIC ALGORITHMS

Supported cryptographic algorithms

SshCiphers

aes128-ctr

aes128-gcm@openssh.com

aes192-ctr

aes256-ctr

aes256-gcm@openssh.com

chacha20-poly1305@openssh.com

SshKexs

diffie-hellman-group14-sha256

diffie-hellman-group16-sha512

diffie-hellman-group18-sha512

diffie-hellman-group-exchange-sha256

ecdh-sha2-nistp256

ecdh-sha2-nistp384

ecdh-sha2-nistp521

SshMacs

hmac-sha2-256

hmac-sha2-256-etm@openssh.com

hmac-sha2-512

hmac-sha2-512-etm@openssh.com

umac-128-etm@openssh.com

umac-128@openssh.com

Not supported cryptographic algorithms

e aesl128-cbc
e aes192-cbc
e aes256-cbc
e (diffie-hellman-groupl17-sha512
e (diffie-hellman-group15-sha512
e hmac-shal
e hmac-shal-etm@openssh.com
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