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PREFACE 

DOCUMENT HISTORY 

The following table provides a description of all changes to this document. 

VERSION 

NO. 

DATE CHANGE DESCRIPTION 

1.0 06/08/2021 Initial version 

1.1 14/12/2022 Added SFTP host/port details 

1.2.  07/02/2024 Added note to SFTP host/port details section 

1.3. 07/05/2024 Effective 08 July 2024, several cryptographic algorithms will no longer be 

supported (see section 4) 

1.4 08/01/2026 Effective 08 January 2026, new IP Addresses (see section 3) 

Effective 09 March 2026, decommission legacy IP Addresses (see section 

3) 

 

CONTACT INFORMATION 

For technical support, please contact the Euronext Service Operations  at serviceoperations@euronext.com. 
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1. STEPS TO CONFIGURE AUTHENTICATION SETTINGS 

STEP 1 – SIGN IN  

URL: https://live.euronext.com/ 

Press “Sign in”. 

 

Enter your live.euronext.com “Username” and “Password”. 

 

STEP 2 – SELECT AUTHENTICATION METHOD 

Press “My Datashop Profile”. 

 

 

Select your preferred “Authentication Method”. 

 

https://live.euronext.com/en/user/datashop/profile
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STEP 3 – ENTER YOUR ACCESS DETAILS  

• AUTHENTICATION METHOD: “USERNAME / PASSWORD”  

Your SFTP “Username” is pre-defined by Euronext. You may change it.  

Enter your SFTP “Password”. 

Press “Update”. 

 

 

• AUTHENTICATION METHOD: “SSHKEY” 

Your SFTP “Username” is pre-defined by Euronext. You may change it.  

Enter your “SSHKey”. 

Press “Update”. 
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• AUTHENTICATION METHOD: “USERNAME / PASSWORD + SSHKEY” 

Your SFTP “Username” is pre-defined by Euronext. You may change it.  

Enter your SFTP “Password”. 

Enter your “Public SSHKey”. 

Press “Update”. 
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2. STEPS TO GENERATE SSH KEY USING WINSCP 

The WinSCP application is used for illustration purposes. The user may select any other application that 

supports the PuTTY format1 to generate the SSH KEY. 

STEP 1 – OPEN “NEW SESSION”  

Press “New Session” under “Session” menu 

 

 

STEP 2 – OPEN “ADVANCED” SESSION SETTINGS  

Press “Advanced” under the “Advanced” button on the “Login” window 

 

 

 

 

 

 

 

 _________________________________________________________________________________________________________________________  

1 PuTTY is the only key format supported by the Euronext Data Shop SFTP 



Data Shop SFTP Guide   

© 2026, Euronext N.V. 8 of 11 Revision Number: 1.4 

STEP 3 – GENERATE SSH KEY PAIR  

Go to “Authentication” under “SSH” on the “Advanced Site Settings” window  

Press “Generate New Key Pair with PuTTYgen…” button under the “Tools” button 

 

 

Press the “Generate” button and then follow the instructions provided by the WinSCP application. 
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STEP 3 – SAVE SSH KEY PAIR  

Press “Save private key” and “Save public key” buttons  
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3. SFTP HOST/PORT DETAILS 

Recommended method: 

• Host: data.prodnr.euronext.cloud 

• Port:  22000 

 

Alternative method (not recommended) 

Effective 08 January 2026 

IP Addresses  

• 54.194.129.246 

• 52.215.43.238 

• 52.51.203.104 

 

NOTES: 
 

• legacy IP addresses to be decommissioned on 09 March 2026. Please contact 
serviceoperations@euronext.com if you have any question.  

• Client IP addresses are not required to be whitelisted for Data Shop SFTP access 
 

mailto:serviceoperations@euronext.com
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4. CRYPTOGRAPHIC ALGORITHMS 

Supported cryptographic algorithms 

SshCiphers 

aes128-ctr 

aes128-gcm@openssh.com 

aes192-ctr 

aes256-ctr 

aes256-gcm@openssh.com 

chacha20-poly1305@openssh.com 

SshKexs 

diffie-hellman-group14-sha256 

diffie-hellman-group16-sha512 

diffie-hellman-group18-sha512 

diffie-hellman-group-exchange-sha256 

ecdh-sha2-nistp256 

ecdh-sha2-nistp384 

ecdh-sha2-nistp521 

SshMacs 

hmac-sha2-256 

hmac-sha2-256-etm@openssh.com 

hmac-sha2-512 

hmac-sha2-512-etm@openssh.com 

umac-128-etm@openssh.com 

umac-128@openssh.com 

 

Not supported cryptographic algorithms 

• aes128-cbc 

• aes192-cbc 

• aes256-cbc 

• diffie-hellman-group17-sha512 

• diffie-hellman-group15-sha512 

• hmac-sha1 

• hmac-sha1-etm@openssh.com 

mailto:aes128-gcm@openssh.com
mailto:aes256-gcm@openssh.com
mailto:chacha20-poly1305@openssh.com
mailto:hmac-sha2-256-etm@openssh.com
mailto:hmac-sha2-512-etm@openssh.com
mailto:umac-128-etm@openssh.com
mailto:umac-128@openssh.com
mailto:hmac-sha1-etm@openssh.com

