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Optig® OEG Connectivity Features & Configuration Specifi

PREFACE

PURPOSE

This document sets out the client connectivity configuration specifications for Optig® Order Entry Gateways
(OEQG). It describes the sources of datactmnectivity, manner in which clients should attempt to connect

to the OEGs. Additionally, this document contains the details of Cancel on Disconnect service, OEG
Throttling, and High Availability & Business Continuity functionalities.

This document is aupporting document to the interface technical specifications.

ASSOCIATED DOCUMENTS

The following list identifies the associated documents, which either should be read in conjunction with this
document, or which provide other relevaimformation for the user:
Euronext Marketg, Optiq OEG Client SpecificatianSBHnterface

Euronext Marketg, Optiq OEG Client SpecificationBIX 5.0nterface

Euronext Cash MarketsOptiq TCS Client SpecificatianSBE and FIX 3r@erface
Euronext Cash MarketsOptiq KinematicSpecifications

Euronext Derivatives MarketsOptiq Kinematic$pecifications

Euronext Marketg Optiq & TCS Errduist

Euronext Marketg, Optiq FileSpecification

Euronext Marketg, Optig MDG ClienBpecifications

Optiq Euronext File Services U&aride

RS S S S S

dients are advised to also refer to the Euronext Rules and Regulations documents for more details.

For the latest version of IT documentation please visit:
https://connect2.euronext.com/en/membership/resources/tocumentation

SUPPORT

Optig Support Desk
Tel: +331 70 48 2555
Email:optig@euronext.com

DOCUMENT & REVISION HISTORY

For the details of this and previous updates of this document please refer tbgghendixat the end of this
document.

Version | Change Description

221 Correction of the test port for Derivatives segments for Production and DR; Renrefeegihces to telnet in
Drop copy DR availability.

222 Queue size increased from 2 to 5 for Optiq Cash sessions only (Optiq Derivatives sessions queue size re
unchanged).

2.3 Adding 1 Warrants partition configuratiand document update to includ®ourse De.uxembourg segment
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1.

INTRODUCTION

The Euronext Optig Order Entry Gateway (OEG) providesshigd and realfime connection to the
Euronext markets. This documemrovides the following information for Cash and Derivatives markets:

y

!

Connectivity informationgovering:

i FSFdGdzNBa 2F GKS adeadsSy GKIG &adoptse NI Of ASy G Qa

T sources of connectivitywformation

I segmentwide configurationsettings

I recommended practices for the setup @snnectivity

Details of the Cancel on Disconnect (Ceddyices

Throttling descriptionincluding:

I throttling mechanism supported by tHeEG

i 02y OSLJias fAYAdGa | yR BiRyNdfdriagedheiliniessdge fowznduieNI O f
§ avoid beinghrottled,
§ be informed of the reason their messages wemttled

I recommended practices in using the OEG in most optivasl

Functional overview of Optig High Availability (HA) Bodiness ContinuipR)

I high availability and business continuity facilities supported by the Optiq tra:hmg

i FSFGdzNBa 2F GKS GNY RAYy3ItoOKFAY GKFG adzZll2 NI Of
§ manage their sessions in cases of trading chegovery,
§ resynchronize witlthe Exchange required

i recommended practices in different casedaifure

Important note: During migration to Optiq of the Derivatives markets the platform used for testing
purposes is Next External User AcceptarjpeEUA)

11

GLOSSARY

Thissectionprovidesalist of someterms & abbreviationsccommonlyusedin thisdocument.Pleasenote that
some of these terms are described in more details in the dedicated sections within this document or in the
associated Optiq specificatiodscuments.

y
y
y
y
y

OptigY A & 9 dzNEnyirkeEfill @adingvetain feshnologyatform.

Order Entry Gateway (OEG):a (G KS az2Fid¢FNB GKFG YFylFr3asSa GKS |
the private interface between the clients and the Optig matctengine.

Market Data Gateway (MDGJ)s the software that provides higspeed, reatime market data (public
messages) for the Euronext markets.

Matching Engine (ME)s the softwarethay' | yF 3Sa (GKS GNI} RAy3a aSNBAOSa
Optig Segment:defines a universe of instruments habitually sharing common trading properties. An
Optig Segment can contain one or several asset classes. An &jgigent access is setup through a
Logical Access.

Partition: isatechnicalsubdivisiorof an Optig SegmentAn Optig Segmenimaybe comprisedof at least

one or several partitions, physically independent one from another, but connected to each other with
the context of the Optig Segment. Instruments may move from one partition to another vaithdptiq
segment.

© 2019 Euronext N.\LAll rights reservec 50f 89 2.2.2
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Yy LogicalAccessisan OEQOrderEntryGatewayentry point, setupfor clientsto connectto a singleOptiq
SegmentO2y il AyAy3d GKS GSOKYAOFf O2y FAIdzNI GA2y F2N
can share the same SHife.

y* OE Sessionthe individual physical connection, to a single Partition. A single Logical access may have as
many OEsessions as there are partitions in the Osigment.

Yy Secure Financial Transaction Infrastructure (SFTe SFTI Network is a wide area network, which
provides customers with domestic and international financial markets connectivity from a single SFTI
port.

y" Disaster Recovery (DRA Euronext Disaster Recovery event occurs when Euronext switches client
systemsprocessindgrom the Euronextproductionenvironmentto the EuronextDRenvironment.TheDR
environmentprovidesredundantstandbysystemdgo be useduponthe failure of the Euronextproduction
environment.

y" QoD: Cancel on Disconnect mechanism, subject ofdbesiment

y" Hnancial Information eXchange (FIX¥ an electronic communications and messaging protocol used as
one of the solution for privie order entry messaging in Optig. The FIX messaging standard is owned,
YFEAYGFAYSR YR RS@St2LISR KNRdzZAK (GKS O2ffimso 2 NI

y Smple Binary Encoding (SBHE3:the open source binary protocol used as the sohufior market data
andorder entry messagingn Optiq. SBEvasdesignedwithin the FIXProtocolLimitedorganizationwith
afocuson low-bandwidthutilizationandthe goalof producingabinaryencodingsolutionfor low-latency
financialtrading.

y" Persisted orders an order that is flagged by the client with CoD disabled and is therefore kept in the
book once the CoD mechanisniriggered.

y* COriginal partition: in cases described in this document, this indicates a patrtition that is failingaoger
to which the OE session is connected to. The OE session in question is the one that owns the order:
impacted by the examples and explanations described irdbgsiment.

y" Meshed or Crosfinked patrtition: In case a segment hasultiple partitions, OEGs of different partitions
will haveconnectivityto the MatchingEnginesf other partitions (crosspartition connectivity) allowing
Optig to route orders to the Matching Engine for instruments hostedther partitions from the OEG
2F GKS G@2NRAIAYLFEE LINIAGAZ2Y D Ly OFaSad RSAONRAODS
connected to the partition that is failing over. Sending of quotes aetdssNIi A ( Aughgrided.A & y Q {
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2.  OEGCONNECTIVITY

2.1 CONNECTIVITY MODEL & ASSOCIBOEBEPTS

The connectivity model and associated concepts are explained in the beginning of the SBE and FIX messag
specifications.

1 Important note: Clients are strongly urged to review the explanations provided in the OEG message
specifications in detail before continuing with tidlgcument.

2.2  CONNECTIVITY INNNTSHELL

To Connect to Optig clients need to:
y"  Setup connectivity to the range of #dd Ports specified for each individealvironment

y"  Obtainthe partition IDandspecificPof that partition providedin the CashandDerivativesStandingData
files

Yy Setup a Logical Access for each segment of interest or for Drod[@Cpy
y" Connect to thdP of the partition using the Logical access ID and the OE partition ID or DC partition ID
This document provides more details associated to thiepes.

2.3 LOGICARCCESS
Upon creation each Logical Access clients will be providedgseciated Logical Access ID and Port, as well
as any other operational details (e.g. requirements for Conformance testing).

Formore information on provisoning of Logical accessesclients ould review the section 6Obtaining or
Modifyinga] 2 3A Ol f ! OO0S&aa¢

2.3.1 Functional Access Role (Derivativiglarkets)

For the Derivatives markets each Logical Access is created with one of the following Functional Access
roles: Trading, Market Making, or RiskGuard.

Functional Access roles are usegtovide the associated Logical Accesses with the best performance for
their designated purposes, as such, depending on the role assigned, the Logical Access can submit only a
specific subset of messages. The purposes for each role are:

y" Trading submit n;-Market Making messages for trading on Optiq, provided in SBE afatfRbk{s

y"  Market Making submit Market Making messages for trading and Market Making activities (e.g. Market
Maker protection), foDerivatives provided in SBE format only,

Yy RiskGuard submit messages associated to Risk Management only (Suspension, Block, Order Size Limit,
etc.), provided in FIX formanly.

© 2019 Euronext N.\LAll rights reservec 7 of 89 2.2.2
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Logical Accesses of functional type Market Making are tdoebest performance in submitting Market

Making related messages (i.e. Quotes). Such logical accesses may also submit individual orders, and other

non-MM application messages. If used solely for mass submission dfivbrelated messages clients will
obsave that such activity will incur additional latency.

The inbound messages that can be submitted by each Functional Access Role for Derivatives Markets are

identified in the table below.

SBE FIX
Mgssage Message Name Trading Marl_<et Message Message Name Trading | RiskGuard
ode Making Code
01 New Order \% \% D NewOrderSingle V X
06 Cancel Replace \Y \Y G OrderCancelReplaceRequest \ X
08 Quotes X \
10 Request For Quote \% \% R QuoteRequest V X
AG QuoteRequestReject V X
12 CanceRequest \% \% F OrderCancelRequest V X
13 Mass Cancel \Y \Y Q OrderMassCancelRequest \ X
15 Open Order Request \% \% AF OrderMassStatusRequest V X
18 Ownership Request \Y \Y uis OwnershipRequest \% X
47 MM Sign In X \%
60 ;Ge):lljjreltsyt Definition \Y \ C SecurityDefinitionRequest \% X
62 MM Protection Request X \%
64 New Wholesale Order \Y \ u64 NewWholesaleOrder \% X
66 Eiggjt?;:or Implied \Y \ u66 RequestForimpliedExecution \% X
67 Cross Order \% \% u67 CrossOrder V X
100 Logon \% \% A Logon \% X
103 Logout \% \% 5 Logout \% X
106 Heartbeat \% \% 0 Heartbeat V X
107 TestRequest \Y \ 1 TestRequest V X
2 ResendRequest \% X
4 SequenceReset \% X
u68 ERGCommand X \%
u70 GetRiskControls X \%
2.4 CONNECTIVITNFORMATION & INSTRUMHEHRHFERENTIAL
Connectivity information for all order entry gateways should be retrieved from the
y* Cash Standing Data file (9007) for the Cash segnaerds,
y" Derivatives Standing Data file (9013) for the Derivatheggnents.
© 2019 Euronext N.\LAll rights reservec 8 of 89 2.2.2
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These files are produced for the individual Optiq Segments, and the information for each Optiq Segment
providedin the file for that segment.TheStandingDatafiles are madeavailableon the EuronextFile Service
(EFS).

Thefiles (for each Optig Segment), amongst other data, contain the following information required for
connectivity to Trading Order Entry (OE) and Drop Copy (DC) gateways:

Yy Partition field with its associated elements provided for each available partitionagsdating all the
connectivity characteristics of that partition, which include the followatigibutes:

i PartitionID¢ the unique ID of each partition, and the associated connectivity information is made
available for each individual partitidrosting at least one tradable instrument within teegment.

I IPAddressPrimanythe IP Address of the Primary OE or DC gateway. The same IP address is used fo
the Primary and Mirror (secondary, or bagh) instances of the gateways. The connectivity dwitc
between the instances in case of High Availability (HA) event of individual partition is managed via
the recoverymechanisnbythe Exchangelt requiresno additionalconnectivitysetupor changesand
is transparent to clients. This valugui®vided for alenvironments.

I IPAddressDRthe IP address of the Disaster Recovery instance of the OE or DC gateway, and is usec
in caseof anExchang®usines€ontinuityevent,andisonly providedin the Productiorenvironment.

I PartitionType usedto differentiate the OrderEntry(OE)and DropCopy(DC)onnectivitypartitions.
Use of Order Entry and Drop Copy gateways require separate and individual setup of the Logical
access to each of theservices.

Section below provides aepresentative excerpt of Standing Data file structure that represents the
connectivityrelateddataandanexampleof howthis datawould be representedn the XMLfile. Forcomplete
andaccuratedetailsof the file structureandits contentsclientsshouldrefer to the EuronexMarketsg Optiq

File Specificatiodocument.

This OEG connectivity information is associated toRb#ition IDthat is specified in the Standing Data file
for each individual instrument. By associating tRartition D specified for the instrument and the
connectivity information provided for tha®artition IDclients should be able to identify to which Partitions
they should connect to in order to establish the shortest path for lowest latency in trading.

In segmentsthat contain multiple partitions, to achieve the best possible performance, clients are
encouraged to connect to the individual partitions identified as hosting each instrument. For more
information about meshed partitions, and benefits of connecting tivildual partitions please refer to the
SBE or FIX Interface message specifications.

Excerpt of the Connectivity Structures from a Standing Data File:

The information in the excerpt below uses the standards of data identified iEtinenext Marketg, Optiq

File Specificatiodocument, and the Length (Len) is expressed in number of characters. In the table below
columnF/Aidentifiesif the row providesthe Fieldor an Attribute of the field, where Attributes (indicatedas

A) are listed as indentewws under the field to which they belong.

EachPartitionfield will encapsulate all the connectivity attributes of that partition.

Field / Field Attributes F/A | Short Description Format Len | Values
CashStandingDataFile

‘ LogicalAccessConnectivity

‘ Partition

© 2019 Euronext N.\LAll rights reservec 9 of 89 2.2.2



Optig® OEG Connectivity Features & Configuration Specifi

Field / Field Attributes F/A | Short Description Format Len | Values

PartitionID A Identifies uniquely an Optiq OE partition| Numerical 3 From 10to 999
across all the Exchange partitions ID

IPAddressPrimary A IP Address of the Primary and Secondg  String 15 Valid IP v4
(backup) access to the gateway. Provide address
for all environments (IP v4)

IPAddressDR A IP Address of the Disaster Recovery String 15 Valid IP v4
access to the gatewafopulated only for address

the Disaster Recovery environmenttlie
file generated for the Production
environment. Blank for all other
environments (IR4)

PartitionType A Indicates the type of Partition, either String 2 OE =Order
Order Entry oDrop Copy. Use of Order Entry
Entry and Drop Copy gateways require DC =Drop
separate and individual setup of the Copy

Logical access to each service.

| /Partition

| /LogicalAccessConnectivity| F
‘ /CashStandingDataFile

Examples of Connectivity Structures for Standing Data XML File:

Theexampleselowareprovidedfor illustration purposesonly. Clientsshouldrefer to the standingdatafiles

to obtain the actual connectivity details & OK Sy @ANBYYSy iz aS3avySyid | yR
indicates the other data present in the file prior to the connectivity structures, which is omitted in this
example.

Example of Connectivity Structures for Cash Standing Data XML File:
<CashStandgDataFile version="#.#.#">
wX8
<LogicalAccessConnectivity>
<PartitionPartitionID="10"1PAddresPrimary="212.197.223.2BAddressDR=PartitionType="OE"/>
<PartitionPartitionID="11"1PAddresPrimary="212.197.223.2RAddressDR=PartitionType="OE"/>
<Partition PartitionID="12" IPAddresPrimary="212.197.223.25" IPAddressDR="" PartitionType="OE"/>
<Partition Partition|D="13" IPAddresPrimary="212.197.223.26" IPAddressDR="" PartitionType="OE"/>
<PartitionPartitionID="990'IPAddresPrimary="212.197.223.6RAddressDR="PartitionType="DC"/>
<PartitionPartitionID="991'IPAddresPrimary="212.197.223.6PAddressDR=PartitionType="DC"/>
<PartitionPartitionID="992'IPAddresPrimary="212.197.223.6BAddressDR=PartitionType="DC"/>
<PartitionPartitionID="993'IPAddresPrimary="212.197.223.6@AddressDR=PartitionType="DC"/>
</LogicalAccessConnectivity>
</CashStandingDataFile>

Example of Connectivity Structures for a Derivatives Standing Data XML File:
<DerivativesStandingDataFile version="#.#.#">
WX 8
<LogicalAccessConnectivity>
<Partition PartitionID="120" IPAddresPrimary="212.197.194.35" IPAddresdERitionType="OE"/>
<Partition PartitionID="121" IPAddresPrimary="212.197.194.37" IPAddressERHtOnType="OE"/>
<Partition Partition|D="122" IPAddresPrimary="212.197.194.33" IPAddressDR="" PartitionType="OE"/>

© 2019 Euronext N.\LAll rights reservec 10 of 8¢ 2.2.2
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<Partition PartitionID="980" IPAddresPrimary="212.197.194.61" IPAddresdERtitibnType="DC"/>
<Partition PartitionID="981" IPAddresPrimary="212.197.194.62" IPAddresd&RRtitibnType="DC"/>
<PartitionPartitionID="982" IPAddresPrimary="212.197.194.63" IPAddressB&titionType="DC"/>
<Partition PartitionID="983" IPAddresPrimary="212.197.194.64" IPAddresdERtitibnType="DC"/>
</LogicalAccessConnectivity>
</DerivativesStandingDataFile version="#%

2.4.1 Trade Confirmation SysterflTCS)

Standing Data, Connectivity & EMM

TCS specific messages will be submitted via the Optig Trader Order Entry Gateways. As for all othe
instruments in Optig, submission of TCS message for a spestiioment is possible only via the Optig
Segment by which it is hosted. The instruments that are hosted by a specific segment are identified in the
standing data file produced for the individual Optig Segment. This should allow clients, that submit TCS
declarations with order entry gateways, to use the same Logical Access, within an Optig Segment, to submit
messages for the same instrument, but intended for different EMMs that also cover the TCS service.

The standing data of the individual Optig Segmentduides the instruments that are eligible to submission

of TCS messages, the partitidnis hosted on, and the connectivity information for that segment. The
connectivityinformation of the segment/ partition isthe same whether clientintendsto sendmessage$or

Central Order Book (COB) or TCS. The symbol Index for instruments that can be traded on COB and recei
TCS declarations is tsame.

Only Euronext instruments with EMM equal to 5 = Cash On Exchange Off book are eligible for submission c
declarations and other TCS messages. As TCS allows for submission of declaration from instrunaeats that
identified by the sameSymbolndexandare madeavailableunderdifferent EMMsclientsneedto makesure

that for submission of TCS messages theeud EMM ispecified.

The market data messages associated to the TCS messages will be sent in the individual partitions indicate
for each instrument in standing data file.

Logical Accesses for TCS

Tosubmitand/or to receiveTCSpecificmessagesiathe Optig OEGshe associated ogicalAccessebasto

be set with characteristic that indicates use of TCS service. Only the Logical Access that is setup this way w
be ableto submitandreceivemessageso/from TCSIf clienthasmultiple logicalaccessesn the sameOptiq
Segment, only the Logical Access that is setup to indicate use of TCS service will receive the unsolicite
messages from TCS. Unsolicited messages from TCS will be sent back only to the Optiqg Segment on whi
the instruments arehosted.

TCS messages are not in scope of Cancel on Disconnect service.

TCS messages are included in the messages counted for throttling thresholds set for the Logical Access.

2.4.2 Indices

Indices segment has a standing data file, howevBr&t S a y Qi KI @S 2 NRSNJ Sy i NE 3t
for connectivity data will not be present.
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25 SEGMENTS

Table below provides the current overview of available Optig Segments and the indicative number of
partitions setup for each segment.

Drop Copy is not rading segment, and uses different approach to partitions specified separately.

Optig Segment Number of Partitions
Equities 4
Funds
Fixed Income
Warrants and Certificates
Equity Derivatives
Index Derivatives
FinanciaDerivatives
Commodities

PR Rrlw NP e

26 59¢9walLbLbD ¢19 a{lhwe¢o{¢ t!¢lé Chw Lb5L£tL5];!

In order to benefit from the best response times for the individual order messages, the clients should send
thesemessagesirectlyto the partition onwhichthe instrumentislocated.Quotesandother marketmaking
YSaal3aSa OF y Qartan§ aSyd | ONRaa

Toidentify on whichpartition eachinstrumentis located,clientsmustuse,and update on a daily basis their
referentialdataby downloadingthe StandingDataandreaktime marketdatamessagesyheredetailsof the
Partition IDassigned to each instrument apeovided.

2.7 RANGE OF IPS AND IPS OF INDIVIBARLITIONS

This section provides the ranges of IP addresses identified for Opteanppeonment, and for individual

Optig segments. To facilitate ease of future upgrades (e.g. addition of new partitions) clients are
encouraged to setup connectivity from their physical machines to the full range of IP addresses identified.
Incasenewpakti A2ya FNB IRRSR (2 | aS3avySyidz dkSeqQfft oS
assigned to that Optig Segment.

Yy Each partition as part of an Optiq Segment uses a unique IP address, by environment, from the ranges
as specified in the tabldzelow.

Yy Incase of a new partition a new IP address, within the range associated to the Optig Segment will be
used for the newpartition.

2.7.1 IP Ranges pdEnvironment

Environment Range of IPs
Virtual EUA AEUA) 212.197.223.0/25
Physical EUA {gUA) 212.197.222.0/25

Production 212.197.194.0/24
Disaster Recovery (DR) 212.197.229.0/24
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Please note Table above uses Classless Hlemain Routing (CIDR) notation (commonly used in network
documentation) to represent the IRnges. The notations /## indicates the size of the routing prefix used.

2.7.2 Segment & Partition IPnformation

The OEG related IP addresses and associated Partition IDs are provided in tables below for each
environment.

Important: Tables below indicat®laddresses of individual partitions, however clients are strongly advised
to:

Yy setup connectivity for the full range of IP addresses for each environmentpand
Yy obtain the IP addresses of each partition provided on a daily basis in the standirfiedata

Value of Partition ID column provided in tables below represents the value in thé&elitionIDprovided
in the Standing data files and retithe market data messages. This field corresponds takePartition ID
field used in private order engrmessages.

Drop Copy is not a trading segment, and uses different approach to partitions specified separately.

CURRENT (v) EUA Test environment

Optig Segment Name Partition ID | IP of Individual Partition
Equities 10 212.197.223.23
11 212.197.223.24
12 212.197.223.25
13 212.197.223.26
Funds (ETFs) 20 212.197.223.27
Fixed Income (Bonds) 30 212.197.223.29
- 40 212.197.223.28
Warrants and Certificates 1 512 197 2235
Block 140 212.197.223.1
Commaodities 80 212.197.223.34
Equity Derivatives 120 212.197.223.32
121 212.197.223.33
122 212.197.223.31
Index Derivatives 110 212.197.223.30
Financial Derivatives 130 212.197.223.22
Bourse De Luxembourg 50 212.197.223.35
NEXT (p) EUA Testivironment
Optig Segment Name Partition ID | IP of Individual Partition
Equities 10 212.197.222.2
11 212.197.222.5
12 212.197.222.8
13 212.197.222.11
Funds (ETFs) 20 212.197.222.14
Fixed Income (Bonds) 30 212.197.222.20
o 40 212.197.222.18
Warrants andCertificates 1 512 197 227 84
Block 140 212.197.222.39
Commodities 80 212.197.222.66
Equity Derivatives 120 212.197.222.30
121 212.197.222.34
122 212.197.222.24
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Index Derivatives 110 212.197.222.22
FinanciaDerivatives 130 212.197.222.50
Bourse De Luxembourg 50 212.197.222.28
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Production environment

Optiq Segment Name Partition ID| IP of Individual Partition
Equities 10 212.197.194.2
11 212.197.194.5
12 212.197.194.8
13 212.197.194.11
Funds (ETFs) 20 212.197.194.13
Fixed Income (Bonds) 30 212.197.194.17
- 40 212.197.194.19
Warrants and Certificates 21 512.197 194.49
Block 140 212.197.194.44
Commodities 80 212.197.194.29
Equity Derivatives 120 212.197.194.35
121 212.197.194.37
122 212.197.194.33
Index Derivatives 110 212.197.194.31
Financial Derivatives 130 212.197.194.82
Bourse De Luxembourg 50 212.197.194.15
Disaster Recovery (DR) environment
Optig Segment Name Partition ID | IP ofIndividual Partition
Equities 10 212.197.229.2
11 212.197.229.3
12 212.197.229.4
13 212.197.229.5
Funds (ETFs) 20 212.197.229.6
Fixed Income (Bonds) 30 212.197.229.8
- 40 212.197.229.9
Warrants and Certificates 1 512 197 229 49
Block 140 212.197.229.37
Commodities 80 212.197.229.11
Equity Derivatives 120 212.197.229.14
121 212.197.229.15
122 212.197.229.13
Index Derivatives 110 212.197.229.12
Financial Derivatives 130 212.197.229.38
Bourse De Luxembourg 50 212.197.229.7

2.8 PORTS & PORANGES

This document provides a range of ports for each Optig environment. To facilitate ease of future upgrades
clients are encouraged to setup connectivity from their physical machines to the full range of ports
identified.

Each Logical Access will be setup with a Port upon its creation. This port will be used by all OE Sessions us
by that Logical Access, on all the partitions with the segment to which it belongs. The port assigned to the
Logical Access will hmique at minimum within a single Optiq Segment and be specific to the Logical
Access, no matter which message protocol is chosen to be used by the client.

The overall range of ports used by the Optig system is 3Q@¥®99. The tables below provide therp
ranges used for each Optiq Segment and for each dedicated environment.
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Virtual EUA (test) environment

Optig Segment Port Range
Equities, Funds (ETFs), Fixed Income (Bonds), Warrants and Certificatey 30000- 39999
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| Equity Derivatives, Index Derivatives, Financial Derivatives, Commodil{ 30000- 39999

Physical EUA (test) environment

Optig Segment Port Range
Equities, Funds (ETFs), Fixed Income (Bonds), Warrants and Certificate 30000- 39999
EquityDerivatives, Index Derivatives, Financial Derivatives, Commoditi 30000- 39999
Production environment
Optig Segment Port Range
Equities, Funds (ETFs), Fixed Income (Bonds), Warrants and Certificate 45000- 59999
EquityDerivatives, Index Derivatives, Financial Derivatives, Commoditi 45000- 59999

Disaster Recovery (DR) environment

Optig Segment Port Range
Equities, Funds (ETFs), Fixed Income (Bonds), Warrants and Certificate 45000- 59999
EquityDerivatives, Index Derivatives, Financial Derivatives, Commaoditi 45000- 59999

29 DRORCOPY

PyEfA]1lS GKS aGNIXYRAY3I aS3IYSyidée hoDaz (KS Ssdgehddk / 2 LI
data. Standing data file will contain multiple Drop Cgpieway IDs and associated connectivity
information.

Clients camot connect to multiple Drop Copy gateways using the same Drop Copy Access, and should only
use the connectivity information for the DC gateway assigned to their specific DropACogss upon
creation.

CKS 13aa20A1FGSR AYT2NNIGA2YS APSd S5NRL)I /2L® L5 9
As Drop Copy is not a regular trading segment some of the differences associated to it are:

I partitions follow differentconnectivity and access logic and may not be segmeatific

T made available only in Fpxotocol

T throttling limits do not apply to the Drop Copgteway
The range of ports that are used for Drop copy are the same as those used for other trading seg@&nt OE

The overall range of ports used by the Optig system is 3Q@¥®99, with the following assignment for
the environments as following:

Yy Virtual &PhysicaeUA:  30000¢ 39999
Yy Production& DR: 45000¢ 59999

For More information about Drop Copy clients shibreview the Drop Copy specifications document.
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2.9.1 IP Addresses for Drop Copy pEnvironment

For the Cash Markets

Virtual EUA(test) environment Physical EUA (tesBnvironment

Drop Copy ID IP Address Drop Copy ID IP Address
990 212.197.223.61 990 212.197.222.51
9901 212.197.223.62 991 212.197.222.52
992 212.197.223.63 992 212.197.222.53
993 212.197.223.64 993 212.197.222.54
Production environment Disaster Recovery (DRpvironment

Drop Copy ID IP Address Drop Copy ID IP Address
990 212.197.194.61 990 212.197.229.21
991 212.197.194.62 991 212.197.229.22
992 212.197.194.63 992 212.197.229.23
993 212.197.194.64 993 212.197.229.24

For the Derivatives Markets

Virtual EUA(test) environment Physical EUA (tesBnvironment

Drop Copy ID IP Address Drop Copy ID IP Address
980 212.197.223.51 980 212.197.222.33
981 212.197.223.52 981 212.197.222.69
982 212.197.223.53 982 212.197.222.70
983 212.197.223.54 983 212.197.222.71
Production environment Disaster Recovery (DRjivironment

Drop Copy ID IP Address Drop Copy ID IP Address
980 212.197.194.83 980 212.197.229.40
981 212.197.194.84 981 212.197.229.41
982 212.197.194.87 982 212.197.229.42
983 212.197.194.88 983 212.197.229.43

For More information about Drop Copy clients should review the Drop Copy specifications document.

2.10 LOGIN OVERVIEW
Clients initiate a TCP/IP session to the Order Entry Gateway, and then initiate a logon by sé&odiog a
message. Session Logon is always initiated by the client.

TheLogonmessage must be the first message sent by the client otherwise the OEG wilhdrop
connection, and it needs to be sent individually to each partition to which physical connection will be
established.

TheLogonmessage must contain the following fields:

Yy Logical Access o be populated with the value obtained from the CAS team ugreation of the
Logical Access. The Logical Access ID is provided along with the correspoandingnber. Each
Logical Access ID is authorized for access to a specific Optig Segment. Providing a Logical Access ID th
is not authorized for access to agdeent will result in the rejection of attempts tmnnect.

Yy OE PartitionID:
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I For Trading Order Entry Gatewayahis field is to be populated with the unique ID of the partition to
which client connects to. The ID provided in the Logon for the partition must correspond to the IP
address of that partition. To identify the unique ID of the partition clients shoskdthie value
provided in the fieldPartitionIDin the Standing data files and/or the ret@the public messages. The
value corresponding to the ID of each Partition should be used to obtain the correspdRding
addresswhich is also made available in thea&ding data files. The same applies to Logical accesses
independently if they are used to submit messages for COB or TCS (for thadCikets).

T For Drop Copy Gatewaythis field is to be populated with the Drop Copy ID to which client is
assigned on creation of the Drop Copy access and must connect to. The ID provided in the Logon for
Drop Copy must correspond to the IP address of that Drop Copy gateway identigedD dhthe
Drop Copy gateway is provided to the client on the creation of the Drop Copy access. The value
corresponding to the ID of the Drop Copy gateway should be used to obtain the corresptihding
addresswhich is also made available in the Standiagpdiles.

Note
As was done in CCG, and is already in use in OEGs, Firm IDs provided in the private messages are left padded wiik fidloes to t
length of the field of eight (8) characte

2.10.1 Cases of Disconnection Initiated tBxchange

In cases of aberrant technical behavior Exchange will automatically disconnect client OE sessions. This
section identifies how to recognize the specific cases. As the cases identified are notegqrected
behavior, clients are advised to avoid such cases.

Please note Exchange rules identify other cases of connection suspension and disconnection, not listed
above, which would be initiated based on regulatory rules; specific request from regubatoastners (e.g.
Clearer); or decision of market operations.

2.10.1.1 Message sequence numberconsistencies

For clients using FIX protocol, if exchange receives messages with the sequence numbers that are
inconsistent with what is expected by the OEG the connection will be disconnektede moment of
disconnection OEG sends to the cliertagout(5) message.

These cases include the ones listed below and can be identified by values identified specifically for each cas
I Logon with next sequence number (tag 789) higher than the one expected by the OEG:
field SessionStatugag 1409) set td 0= Received NextEgptedMsgSeqNum (789) is thamgh

T On first connection or reonnection with the first sequence number (tag 34) equal to zero (0) or
lower than the oneexpected

field SessionStatugag 1409) set t® = Received MsgSeqgNum (34) is too low

2.10.1.2 Unknownmessages sent texchange

Yy ForSBY Ay OFasS 2F YSaalr3aSa GKIFG OFryQdid 0SS NBO23YA
the message will be disconnected from the OEG.
Asin the ExternalUserAcceptanceenvironmentsclientsare testingnew software, this disconnectiorwill
0S GNARAIISNBR | FGSNI Ot ASyiQa O2yySOGAiAzy aSyRa )
threshold will be rejected using thEechnical Rejedtl08)message.
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In productionenvironmentthis is anaberrantandunexpectedehaviourg if it occursO f A Soyinedicén
is immediately disconnected, and as such the number of such messages is equal®).zero

At the moment of disconnection OEG sends to the clidmdgout(103) message. The case can be
identified by the following values in the message:

I SBE fieldLog Out Reason Codet to 2 = Too many unknownessages

Yy ForFY Ay OFasS 2F vSaalasa G(GkKIFrdaG OFryQi 0SS NBO23yAl
prescribed by the Flprotocol.
I If such messages are received before the client is logged in, the messagpwazd

I If such messages are received after the client is logged in, OEG uses standard FIX logic b identify
client should be disconnected, or if the message shbeldjected.

2.10.1.3 Excessive breaches of the connectiate

Client connections are assigned a maximum message rate, which are enforced by the OEG, in part, by th
9 E OK | ti&th@riiechanisnfor inboundmessagesUponbreachinghe throttling limit messagesabove

the limit are either rejected or queued. In addition, Exchange sets a limit for excessive breaching (either in
number of messages or amount of data sent), of the assigned rate / size of connection. Excessive breachin
means that client attemted to submit a number of messages, or amount of data in bytes, that is multiple
times over their allowedate.

This case takes into consideration only excessive breaches of limits, as identified below.

Inthis casethe connectionisimmediatelydisconnectedandwill be preventedfrom re-connectingor during
of 15 seconds.

Thiscasecouldoccurdueto variousreasonsjncludingatechnicalissueinthe O f A Sygtém dassistlients
in identifying the issue and correcting it as quickly as possiblel.dgeut(103) / (FIX 5) message sent on
disconnection in such a case provides specific values identified.

Case How to identify the case in Logout message
SBE FIX
[Log OutReason Code] [SessionStatugtag 1409)]

Excessive number of message 3 = Excessive Number of Messag{ 106 = Excessive Number of Messag
Excessive amount of data in byt{ 4 = Excessive Amount of Data in By 107 = Excessive Amount of Dat8iytes

Excessive number of messages { 5 = Excessive Number of Message| 108 = Excessive Number of Message
amount of data in bytes Amount of Data in Bytes Amount of Data in Bytes

2.11 OBTAINING OR MODIFYING A LOGNCRIESS

Ordering of the nevDptig Logical Accesses can be done using a form made available in the MCA web portal.
The form is shared between the Cash and Derivatives markets.

For any information associated to the setup Logical Accesses, clients should contact Customer Access
Services atas@euronext.com

Obtaining additional Logical Accesses or increased connection size may requipermaéororder extra
bandwidth on their SFTI® infrastructure. Members wishing to make such modification should therefore
liaise with CCC (Client Coverage Centery@teuronext.conin order to validate that they &ve sufficient
bandwidth.
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For Derivatives markets, in addition to other characteristics, when ordering Logical Accesses clients would
need to identify whether they are to be used for Market Making activity (to allow use of Quote me¥sage

Dedicated forms are provided on the portal for ordering Logical accesses for the RiskGuard API and Drop
Copy Accesses.

The Order Forms are available online on the Euronext website at the following locations:
Optiqg Order Entry (Trading Logieakess)
f Logical access creatidarm

1 Logical access modificatidarm

1 Logical access deletidorm

1 Optiq Order Entry (Market Maker Logiealcess)
1 Logical access creation Market Makerm

1 Logical access Market Maker temporary deactivafimm

1 Logicalaccess Market Makeeactivation

1 Optiq DropCopy
1 Drop copy Access creatidorm

1 RiskGuard (foDerivatives)
1 RskGuard Logical access creatiorm

1 RskGuard Logical access modificatiorm

9 RskGuard Logical access deletform

After receiving a request for a Logical Access, Customer Access Services will communicate login informatio
to customer by email.

Customerarerequiredto havepassedtonformancdan EUAbeforethey areenabledfor tradingin Production
environment.

As areminder:
- Providers cannot order OEG Logical Accesséxrdatuction
- Only trading members can order Production OEG Logczasses

- Logical Accesses can only be ordered by a nominated Member Connectivity Administrator (MCA).
Any customer without an MCA amant should contact the Customer Access Services (CAS) team for
more information atcas@euronext.coniTel: +33 1 85 14889

© 2019 Euronext N.\LAll rights reservec 111 of 2.2.2


mailto:as@euronext.com

Optig® OEG Connectivity Features & Configuration Specifi

3. SEGMENWIDE CONFIGURATISHETTINGS

3.1 ADMINISTRATIVE MESSAGE SETTINGS

3.1.1 Delay oflnactivity

The OEG uses thteartbeatand TestRequesmessages as a mechanism to ensure the connection between
the clientandthe Exchangés up andfunctioningproperly.Formore informationon administrationmessages
please refer to the SBE or FIX Interface message specifications and kindomatiogntation.

¢tKS GRSfle 2F AylFOGAGAGE¢ LI NI YSdrfdyaftarawhictede R
Heartbeat/TestRequest mechanism is triggered. The parameter is specific for each Optiq Segment anc
defined as follows (in number sEconds:

Optiq Segment SBE (seconds) FIX (seconds)
Equities 1 5
Funds 1 5
Fixed Income 1 5
Warrants and Certificates 1 5
Equity Derivatives 1 5
Index Derivatives 1 5
Financial Derivatives 1 5
Commodities 1 5
Drop Copy N/A 30
3.2 LP QUOTE DRIVEN MARRETTINGS
Optig Segment AFQ Delay Before Class Auctio| AFQ Delay Beforstrument Unhalts
Warrants and Certificates 900 seconds / 15 minutes 2 seconds

Formoreinformationaboutthe AFQDelayandthe LPquote drivenmarketmodel,clientsshouldreviewNew
Warrants & Certificates Market ModelFunctional Overviedocument.

3.3 EXCHANGE ID IN PRIVMBESSAGES
¢tKS FTAStR G9EOKIY3AS L5¢ aK2dzZ R 0SS LRLWzZ+FGSR o6&
value is used as following:

y" SBE: In the fielEExchange IPprovided in outgoingnessages
Yy FIX: For fieldsargetCompl@Tag: 56) an&enderComplDrag: 49) as needed in incoming and outgoing
messages
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3.4 INTENTIONAL INCREMENT OF SEQUENEER

In some cases when partition Primary instance fails over to the Mirror, or Production fails over to the DR
environment the message sequence number mayrentionally increments by a prset number. This is
beingdonespecificallyfor casef HAandBusines€ontinuityto guaranteedeliveryof full scopeof messages

for resynchronization and to reduce number of unexpected rejections of client laitgmpts.

Table below provides the configured psetup increment number:

Optig Segment Intentional Increment of Sequence Numbers
Equities
Funds
Fixed Income
Warrants and Certificates

Equity Derivatives 1000
Index Derivatives
FinanciaDerivatives
Commodities
Drop Copy N/A
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4. CANCEL ON DISCONNECTOHIR

4.1 FUNCTIONALIDESCRIPTION

Cancel on Disconnect (CoD) is a mechanism which triggers an automatic cancellation epeibkisted
orders upon disconnection diie client whether voluntary or due to an issue.

CoD functionality applies and behaves in the same manner for all clients, for all their Logical Accesses / OE
Sessions and on all Optiq Segments for the Euronext Cash and Derivatives Markets.

In typical dayto-day operations the CoD applies at the level of an OE Session (physical connection), which
means that it is triggered per individual OE Session, for orders owned by this session, and it does not affect
other OE Sessions that belong to the same Logieads&c Clients should review the details associated to

the behavior and scope of CoD in case of failure situations provided in more details in this document.

This functionality is enabled systenide, and for the orders is managed based on the values ptgalilay
clients in individual messages. Optig only uses the data indicated in the messages to select orders for the
scope of CoD and disregards the order characteristics (e.g. order types, order validity, etc.)

Quotes(08) (FIX i) messages do not have aas&ie field for selection whether to participate in CoD or not
as in cases when CoD functionality is triggered all live quotes are mandatorily cancelled.

This means that every single entering order message is checked for the Cancel on Dismitingct

The Cancel on Disconnect mechanism is triggered when the connection (physical) between a client and the
Order Entry Gateway (OEG) is dropped, either due to client closing the connection or in case of a failure. If
the client application is discomsted from the OEG, then all live quotes and orders not flagged to be
persisted, belonging to the corresponding OE Session are cancelled for their remaining quantity, regardless
of order type and validity type.

Scope of CoD only includes orders sdunting the current day. Orders entered during a previous business
day are not in scope of CoD and are not impacted.

In cases when CoD kicks iKill (05) (FIX 8) message is sent to the OE Session for which the mechanism is
triggered, for each order andstrument (Symbol Index and EMM) in scope. During the same trading

session until the client reconnects the messages will be queued and will be sent to the affected OE Session
dzLR2y | Of ASyidQa NBGdz2NYy o

Scope of CoD functionality includes only the orders suiechiluring the current trading session. l.e. if an
order is submitted with validity of one year during the trading session of day 1 with default value for CoD
(which means do not persist order in case of disconnection), during the trading session @&f ttés order

will no longer be in scope of CoD.

Orders updated during a trading session after the original day of entry into the system would not re
activate eligibility of the order to CoD.

The next sections in this document list cases when Cancel coridisct is triggered and where associated
exceptions are applicable.

4.1.1 Rate ofTriggering

The CoD mechanism is triggered as soon as the disconnection is submitted by the client or triggered by
other detection of disconnection. As soon as the disconnadddentified CoD is triggered.
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The detection of client disconnection will depend on the activity on the associated OE session and
maximum delay assigned to the Optiq Segment for the TestRequest / Heartbeat mechanism.

TheCoDr SOKI yAayY Aa OK®IBRE dx$ aBRI @ yA d KBS 1aa dzZNER Ay
Gl f dzS F2NJ 0 KS RSiHfdz® ABSINR 22 dif R 0S RSTAYSR Aa 2yS
The valuen defined for the processes associated to the TestRequest and HeartBeat eessagnade

available irsection 3of this document, and are defined per Optiq Segment.

The behavior of check and validation of continued connection is done in two steps (1) TestRequest issued
after inactivity that lasts at maximum for the period ofdetag > onH O F2ft 26SR o0& &1 A
NEaLRyasSs Ftaz2sz Fd YI EA ¥édzYRRS A AIIRA yHE2 NO20NK §i KRSS (iA8Yds

Based on the behavior for the check of connection the maximum period for detection of disconnection is
between zero seconds ardice the maximum delay assigned to the Optig Segment.

4.1.2 Quote Messages &oD

AllQuotes(08) (FIX i) messages submitted by the Liquidity Provider (LP) / Market Maker (MM) using a
specific OE Session (physical connection) are in scope of CoDpifiyeatal connection is disconnected
from Optiq.

LP quote messages do not have validities that allow them to be transferred to another day, and are always
GNBFGSR a aF2N) OdZNNByYy G GNI RAy3I aSaarzyé 2yfteo
LP quote messages do not have a separate fielddimction whether to participate in CoD or not as in

cases when CoD functionality is triggered all live quotes of that physical connection are mandatorily
cancelled.

The granularity of CoD is always that of an OE session (physical connection). A Lt ssimgetFirm 1D

may choose to have multiple Logical access, and as such different OE sessions, connecting to a partition or
which LP quote driven instruments are traded. If a particular such OE session gets disconnected from the
specific partition, only th quotes owned by that OE session are cancelled.

LP Quote messages are restricted to sending quotes for instruments hosted on a single partition only. In
case of multiple partitions being setup for the LP quote driven market, any cross patrtition faibee ca
described in this document would be treated the same way for quotes as they are for orders.

4.1.3 Controls in Case of Triggering @D

Ly OFasS | OtASydQa aeaitSy t2aSa 02yySOlAizy (2 (K
the OEG, thelient will be prevented from re&eonnecting, as multiple physical connections to the same
partitions for the same Logical access are not allowed.

~ A 4 oA = 4

LF hoD RSGS0OGa OftASyGaQ RA&aO2yySOlA2ysS SAGKSNI dzL
andCoD is triggered, any messages / requests submitted by the client followoanrection will be

processed only after all the cancellations triggered by CoD are fully processed. This control is applied only
to the OE session(s) impacted by the disconioecand should not impact performance of other OE

sessions / clients, if they are not impacted by the disconnection, or do not have CoD enabled.

This is done in order to ensure that no new orders submitted upecoreection are included into the
scope ofCoD.
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4.1.4 Kinematics of Cancel onisconnect

The diagrams below represent generic cases of loss of connection between a member and partition, for
Cash and Derivatives markets. Further details on various cases of CoD triggerittentfied in this
document.

The sending of messages due to cancellation of orders via public and private message is available at the
same timehowever the diagram represents delayed sending of private message to the broker, as this
AaSYRAYy3 faz2 RSLISyRa 2y (G(KS O0NR]1SNRa NBO2yySO(Az2

4.1.4.1 CoD for the CasMarkets

( )

connection between the

o For any reason the
broker and the OEG is lost
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KillReason : Order Cancelled due to Cancel
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on DisconnectMechanism
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4.1.4.2 CoD for the DerivativeMarkets
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4.2 HOW TO ACTIVATE OR DISABLE CANCESCGDNNECT

The CoD functionality is managed directly within the order message (plesséhad CoD behavior for LP
Quotes(08) (FIX i) messages is described elsewhere in this document). No subscription or forms are
required to use it, however checks that clients can correctly process CoD functionality are part of the
regular conformance test

Clients can indicate within each order message if they want the order to be persistent, i.e. not included in
the scope of the Cancel on Disconnect mechanism. If the field associated to disabling / activation of Cancel
2y 5Aa02yySO0 PSRAGNBIEREATANI2ZYG2RARSNE GKAA&A 2NF
is triggered for the OE Session it belongs to.

The CoD values may be updated by the client uSemgcel Replac@6) (FIX G). As indicated above, the

modification of theindicator will be taken into consideration by the CoD functionality only during the
trading session during which the order is entered into the system.

IMPORTANT NOTE:

It is important to note that the natification for individual order, after @wnership Reques{l5) (FIX U18)
message submitted in an OEG, results in sendifigxe€utionRepor(FIX 8) message to Drop Copy, which
will contain the values set when the order was originally submitted, or last modified.

The value received may still indicate eligibility of the order to CoD, however if the order was persisted over
at least one day, or longer, it will no longer be in scope ottreellation.

4.2.1 SBE Field & Values for Cancel@isconnect

In SBE protocol the data for the CoD in the order messages is to be specified as one of the values of a
bitmap. The details of the messages, fields and values are described in the table below

Quotes(08) (FIX i) messages do not have a separate field for selection whether to participate in CoD or not,
as in cases when CoD functionality is triggered all live quotes are mandatorily cancelled.

In Incoming Messages:

Message .
g Message Name Field Value Notes
Code
) Default Value
0: Cancel on . .
: Order included in the scope of
. . . Disconnect .
01 New Ord Execution Instruction (bitmap) enabled cancellations when CoD
/ / ew Oraer mechanism is triggered
Position 3- Disabled Cancel On . If selected, order is persisted,
06 Cancel Replace . - 1: Cancel on . - .
Disconnect Indicator . and itnot included in thescope
Disconnect .
disabled of cancgllatlpns_when CoD
mechanism is triggered

4.2.2 FIX Fields & Values for CancelBisconnect

In FIX protocol theetails of the order messages, fields and values are described in the table below.

Quotes(08) (FIX i) messages do not have a separate field for selection on whether to participate in CoD or
not, in cases where the CoD functionality is triggered, alglinaes are mandatorily cancelled.
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In IncomingViessages:

M .
essage Message Name Field Value Notes
Code
_ Default Value
0 = Per . .
Order included in the scope of
Default :
Configuration cancellqtlong when CoD
D NewOrderSingle . . . mechanism is triggered
/ / CancelOnDisconnectionindicat 1=0rd "
G OrdercancelReplaceRequd Tag: 21018 T rOernot | ¢ selected, order is persisted,
P q in the scope off 4 itnot included in thescope
Cancel On of cancellations when CoD
Disconnect mechanism is triggered
In OutdoingMessages:
Message Message Name Field Value Notes
Code
0 = Per
Default
Configuration | Provided only as a response to
8 ExecutionReport Canf:eIOnDlsconnectlonIndlcat 1 = Order not | the Ownership Reql_Jest
Tag: 21018 in the scope of| [message OwnershipRequest
Cancel On (U18)] via Drop Copy
Disconnect
4.3 CLIENT DISCONNECTS FRes

4.3.1 Normal disconnection at the End of session / Logout Message f@iant

In Optiq, clients are encouraged to send a Logout message per OE Session (physical connection) in order tc

close their connection with the Exchange. Thgout(103) (FIX 5) message should be used for these

purposes.

Sending of this message wiigger the Cancel on Disconnect mechanism, and will issue a cancellation of
any orders submitted during the trading session that are flagged not to be persisted.

When the system shutdown in a scheduled manner (i.e. not due to a failure; system reatiges t
Inaccessible phase) Cancel on Disconnect mechanism will no longer apply. For clients connected to the

aeadsSy ¢gKSy aeai

SY NBI OKSa

KA &

LK a$s

by @

expiration or client triggered cancellation, will amsferred to the next trading session and will no longer

be in scope of CoD.

Please note; order transferred to the next trading session may still be subject to cancellation by
mechanisms other than CoD; i.e. at the start of the session in cases ofaaterpvent or expiration of
GTD orders during start of day processing.
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4.3.2 Client application does not reply to the Testquest

After a predefined time of inactivity (d&da @I £ dzS aSd LISNJ hLIWiAlj asS3aySyido
(physical connection), the OEG send®atRequesf107) (FIX 1) message to that OE Session. In case client
does not reply to this message within a gget amount of time with either &leartbeat(106) (FIX 0), or any
other application message, OEG will close the connection for the impacted OE Session.

Closure of connection by the OEG will trigger the Cancel on Disconnect mechanism for the impacted OE
Session, and will issue cancellation of any sdibmitted and owned by the impacted physical
connection during the trading session and flagged not to be persisted.

While Optiq is detecting the failover, orders that belong to the impacted connection could be matched. As
a consequence, members coulctedve trade Fill messages when reconnecting.

4.3.3 Disconnection due to technical issues between client applicatio®&G

Ly OFrasS OftASyGtQa h9 aSaaizy f2aSa O2yySOaArAgade i
(physicalO2 Yy SOGA2Y 0 Ay 1jdzSadA2ys hLIWAL YI& RSGSOG
identified as the delay for the TestRequest / Heartbeat mechanism. As such the maximum period for
detection of disconnection is between zero seconds and tvheemtiaximum delay assigned to the Optiq

Segment. In all cases, the CoD mechanism is triggered as soon as the disconnection is detected.

While Optiq is detecting the failover, orders that belong to the impacted connection could be matched. As
consequence meivers could receive trade Fill messages when reconnecting.

4.4  EXCHANGE BUSINESS CONTIDAISES

4.4.1 Simple Partition failover (Single Partition in Segment, NbleshedCase)

Simple partition failover triggers cancelation of orders and quotes that baee sent during the current
day, and were flagged as not to be persisted, from the impacted OEG. Simple partition failover covers the
following cases:

y" when the failover occurs on a single noreshed partitionpr

y" when the connection on thpartition that failed over does not own any orders on other partitions of
the same Optiq segment, while the node B of an OEG is takarg

While Optiq is detecting the failover, orders that belong to the impacted connection could be matched. As
a consequace, members could receive trade Fill messages when reconnecting.

4.4.2 Multiple Meshed (crosdinked) partitions & associated¢ases

Clients have the ability to send orders from one patrtition to another meshed (or-inesl) partition

residing within thesame Optiq Segment. Instruments identified by Symbol Index and EMM allow one OEG
to route the required messages to the ME of the partition where the instrument is hosted. Orders on the
different (meshed) partition(s) are owned by the OE Session (physiwa¢ction) which submitted them,

A 2 4 oA ~

AdSd GKS aSaairzy LKeaiAoOlftte O02yySOGSR (2 GKS a2N
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subject to the cases of failure described below (e.g. disconnect between partitions wémgle Optiq
Segment, failover of one of the partitions).

4.4.2.1 Failover on the Partition to Which OE Session is Connetizd

In case of failover, the scope of CoD is defined by the partition and any orders submitted from it to other
partitions. CoD scopsgpans all instruments and orders for these instruments (that are flagged as CoD), that
are hosted by the partition failing over. This includes any orders in scope, whether they are owned by the
OE sessions connected to the partition failing over (origiadition), or by the OE sessions connected to a
meshed partition(s).

This section describes the case of failure on the partition to which the owner of the orders is connected to.

For any existing orders, owned by the OE Sessions connected to the quagtitadn, that were submitted

to the instruments hosted on the original partition, the OE session will re¢8iM®5) (FIX 8) messages

once the partition becomes once again available. When the-sgaudf the partition commences, any

orders in scope ofoD are cancelled ardll (05) (FIX 8) messages will be sent once clients reconnect to the
partition.

For any existing orders, owned by the OE Sessions connected to the original partition, that were submitted
to instruments hosted on the other meshed @seslinked) partition(s), the orders will be cancelled as soon

4 GKS RA&O2yySOiGA2Y 0SisSSy (GKS LI NIGAGAZ2Y Aada RS
associateill (05) (FIX 8) messages only when the original partition becomes available

Please note: The timestamp fields provided in Kik(05) (FIX 8) messages will be set to the time when
partition becomes available again.

For any messages submitted by the client, during the failover of the original partition, to the original or
mesheR LI NOAGA2Y S | Of ASyiQa O2yySOGA2y gAff NBOSA
messages.

Messages for instruments hosted on the partitions unaffected by the failover, and submitted by the OE
Sessions connected to those unaffectedpaki 2 ya> gAff 0SS LINRPOSaaSR y2NYI

JOEG( .

Logical Access .

Market Segment
OE SESSION 2A -
>

Partition A Partition B
(8] A OEG-2B
\

Fe—
ME-2A ME-2B

2A-> Order A1-> 2A % Cancelled .
2A-> Order A2-> 2A x Cancelled ! :
! 2A=> Order A3=> 2A x Cancelled |
| 2A-> Order A4-> 2A x Cancelled |

While Optiq is detecting the failover, orders that belong to the impacted connection could be matched. As
a consequence, members could receive trade Fill messages when reconnecting.
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4.4.2.2 Failover on the Partition to Which OE Session is NOT Conndated

In case of failover, the scope of CoD is defined by the partition, and not individisals6iBns. CoD scope
spans all instruments and orders for these instruments (that are flagged as CoD), that are hosted by the
partition failing over. This includes any orders in scope, whether they are owned by the OE sessions
connected to the partition fding over (original partition), or by the OE sessions connected to a meshed
partition(s).

This is the case of failure of the partition to which the owner of the orders is NOT connected to, but has
submitted orders via other partitions.

For any existing oets, owned by the OE Sessions connected to the original partition, that were submitted
to the instruments hosted on the original partition, there will be no impact, and they will not be in scope of
CoD triggered in this case.

For any existing orders, owndyy the OE Sessions connected to the original partition, that were submitted
to instruments hosted on the other meshed (crdsgked) partition(s), the OE session will recefiik(05)

(FIX 8) messages when the partition becomes available again. Whstattiep of the partition

commences, any orders in scope of CoD are cancelleKififd5) (FIX 8) messages will be sent once clients
reconnect to the partition.

For any messages submitted by the client to the original or meshed partition, after fadlarieden

RSGSOGSR YR 0ST¥2NB | LINIAGAR2Y A& | @FrAttrotS |3l
(5001) error message for those messages.

Messages for instruments hosted on the original partition, or any other partitions within the Sptiment
unaffected by the failover, and submitted by the OE Sessions connected to those unaffected partitions, will
0S LINPOSaaSR y2N¥Iftfte YR ¢2yQi 0SS adzoa2aSOG G2 /2
1066 o
iR

Logical Access

Market Segment

* OE SESSION 2A
=

Partition A Partition B
OEG-2A o
O L
e = — — — e N
ME-2A ME-2B

2A—> Order A1 2A ¥ OK
2A-> Order A2 2A v OK '
2A > Order A3-> 2A % Cancelled |
2A > Order Ad—> 2A x Cancelled !

___________________________________________________________________

While Optiq is detecting the failover, orders that belong to the impacted connectiold d@matched. As
a consequence, a member could receive trade Fill messages when reconnecting.

4.4.2.3 Network Disconnection Between Partitions within a Single Opfiggment

Any orders that belong to the meshed partitions (crostiekled between partitions) wilbe subject to CoD
if the connectivity between the partitions is lost between them. Orders existing on both partitions, even if
the partitions themselves remain active, will be considered as being in scope of CoD and will be cancelled.

© 2019 Euronext N.\LAll rights reservec 30 of 8¢ 2.2.2



Optig® OEG Connectivity Features & Configuration Specifi

Partitions within the same segment monitor their connectivity to each other, and if connection is lost, and
CoD is triggered, OE sessions on each partition will receive the associated Kill messages when the two
partitions reconnect to each other.

If client attempts to submit new messages to the instruments hosted on the meshed partition(s) clients will
receivead ¢ SOKYAOIf O9ONNBNE oOpnnanm0O SNNRN YSaal3asS F2NJ i
Examples below provide more details on how the associated mechanisms will function. These examples in
Fff OlFlasSa |aadzyS GKFd 2NRSNB ¢ SNBE & tlaggedwithiidefiult R dzNR
setting of CoD set to Yes (orders not persisted).

Example 1 Single connection to one partition, with orders submitted to multiple meshed partitions

OE Session (physical connection) 2A on partition A submits orders A1 and A2wmeénstrhosted on
partition A, and orders A3 and A4 on instruments hosted on partition B. When connection is lost between
the two partitions, orders A3 and A4 are in scope of CoD and are cancelled.

106G [ ]

Logical Access .

Market Segment
OESESSION2A

W
Partition A Partition B
OEG-2A OEG-2B
ME-2A ME-2B

2A=> Order A1 2A ¥ OK
! 2A- Order A2 2A ¥ OK |
2A > Order A3—> 2A x Cancelled |
2A > Order A4> 2A x Cancelled

Example 2 Connections to multiple partitions, with ordesubmitted to multiple meshed partitions

OE Session (physical connection) 2A on partition A submits orders A1 and A2 on instruments hosted on
partition A, and order&\3and A4 on instruments hosted on partiti@

OE Session (physical connection) 2B anipon B submits orders B1 and B2 on instruments hosted on
partition B, and orders B3 and B4 on instruments hosted on parifion

When connection is lost between the two partitions, orders B3 and B4 owned by connection 2A, AND
orders A3 and A4 owned lzpnnection 2B, are all in scope of CoD and are cancelled.
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Logical Access

IOEG< ‘
(™

P
Market Segment

~ OESESSION2A OESESSION2B
e .
Partition A Partition B
OEG-2A OEG-2B
ME-2A ME-2B
2A-> Order A1-> 2A ¥ OK | | 2B-> Order B1-> 2B v OK
i 2A-> Order A2> 2A v OK | | 2B-> Order B2-> 2B v OK |
| 2B-> Order B3> 2B % Cancelled | | 2A-> Order A3-> 2A % Cancelled !

i 2B-> Order B4-> 2B % Cancelled ! 2A-> Order A4-> 2A x Cancelled ;

— - - ! 1 —~. —_
G2 A | : MDG-2E
ML H i IWWILVGO=L D

Anyordersoil KS LI NIAGA2Y GKFd Aa y2i YSAKSRI FyR 6KAOQ
be maintained and will not be in scope of CoD.

While Optiq is detecting the failover, orders that belong to the impacted connection could be matched. As
a consguence, member could receive trade Fill messages when reconnecting.

4.4.3 Cancel on Disconnection for Cases of Disaster Recdzry

4.4.3.1 Prescheduled Disaster Recoverfgsting

During prescheduled, agreed Disaster Recovery (DR) tests, the Exchange hbdityi¢o disable CoD
functionality to facilitate testing. Whether this option is taken for individual DR tests will be communicated
by the exchange for the individual instances of tests.

4.4.3.2 Business Continuity Event with Failover to the Secondary Daggier

In case of an event which triggers failover to the secondary data center (Disaster Recovery infrastructure)
CoD functionality will be triggered by the DR environment, according to the policy, rules and cases defined
for Disaster Recovery policy.
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5. OEGIHROTTLING

Objectives of OEG throttling are similar to those found in any system that has to manage high amount of
message exchange with multiple participants, to:
Yy Regulate message / data traffic by evening out the concentration flow of messages, and distributing the
use of available system processing ability and bandwidth across all userssgétbm
Yy Help minimize or limit message exchange and processingestion, which assists in ensuring latency
of the trading system remains stable apdicable
y" Reduce the risk of disruptivevents

Furthermore, for a trading venue OEG throttling mechanism allows to:

y" Prevent disorderly trading conditions and detectgutial threats to the orderly functioning of the
market

y" Ensure compliance with the articles in MIFID Il supplementing Directive 2014/65/EU of the European
Parliament and of the Council with regard to regulatory technical standards specifying organizationa
requirements of trading venuds.k.a.RTS7)

The Optiq throttling solution is built to provide flexibility and predictability.

Yy Hexibility: clients carcthoose:
I how many messages they can send (vs. how often) to avoid theittjed
I how theirthrottled messages should be handled (Rejecte@uoeued)

Yy Predictability: in most cases clients can use the concepts and formulas provided to calculaterther
of messages and time required, without having to wait for Optiq to send them speefisags

Optig OEG Throttling applies in the same manner to the Euronext Cash and Derivatives markets.

! Important note: Clients are strongly encouraged to review the explanations provided in the various
OEG and MDG specification, Connectisfigcifications and kinematic documents in detail before
continuing with thislocument

51 MAIN CONCEPTS & LIMITS FORTOIR®TTLING

The section below provides details on the concepts and limits used for OEG throttling. Please note that
some of the conceptlisted below have further explanations in dedicated sections within this document.

Yy Overall throughput limit / Per second ratéhe max number of messages setup as the rate for the
Logical Access, and used by its physicahections
Example 100 messageser second
I Client connections cannot go over this limit defined as their rate within a second. This is
accomplished mechanically, as the more granular size / time management of throttling limit will
keep the overall throughput within the ratimit
y" Max burst (or bucket) sizéhe max number of messages that a client may send at once before being
GKNRGOGGESRZ Ay | aAAy3IfS aodzNRG¢ 2F YSaal3aSa ovYS
I represents a constantdure, calculated as a fraction of the overall throughlpuit
Yy Time to replenish a single messagiene needed for a single token to be added into bhueket
i ¢KA& GAYS Sldza ta G2Y@hoRhp@A RSR o6& GKS Of ASyic
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y

Exampley AF Of ASydiQa NIXYGS Aa wmnn YSaal3aSa LISNI 4502

Tokenly wSLINBaSyida (KS aeadasSyQa FoAfAde G 2messhgr OSa a

Bucket:is a measuring mechanism used to calculate how many messages can still be sent and when, in

2NRSNJ y2id G2 0S GKNRGGE SR ¢KS 0dz01SG R2SayQi

queues

I Size of the bucket: Bucket is currently 100% of the cliatat per second, and is measureddkens

I The bucket size is the maximum number of messages that can be sent at onbei(gl) a

I Messages in the bucket start being used upon client sending a single application message to the
OEG, as such the bucket use@oys the concept of the slidimgndow

Scope of Messages fdirottling

I Allapplicationmessages arii scope of throttling (no exclusion list), including those rejected by the
OEG for no#throttling reasons. Each application message uses up an blegitken. This is the
main level of throttling in thenechanism.

I Alladministrative messages antkchnically invalidmessages areut of scope of main throttling
mechanism, but do contribute to the artoodingmechanism

i All messages aili@ scope of theanti-floodingmechanism

5.1.1 Summary of Formulas

Concept / Limit Formula

Throttling queueg Ts (messages)

For Queuing; N* x Rate (size) of connectio
For Rejection Zero

Size of the Buckef Sb (messages)

This is the allowed burst size, i.e. nmaxnber of messages a
session can send in a row before the throttling kicks in.

100 % of the rate

Replenish Time (to replenish single token [Tr] (seconds)) 1/throughput **

al EAYdzy | 2% aodzZNARU€¢ YSaal 3| EqualtoSh

Waittime to send 1 (more) message (seconds) 1/throughput

2 A0 OAYS 02 aSyR a- ¢ YSaal | (throughput) x X (messages)
Max messages before rejection (messages) Ts+ Sb

(*) for Optig Cash OE sessions N=5 , for Optiq Derivatives OE sessions N=2

(**) Rounding is clarified in the section below

5.1.2 Notes onrounding

1)

2)

Figures expressed as rate (msgs / sec) are rounded down to therawesecond.

Example The replenish time is 1/Throughput. If Throughput is equal to 375 messages/second, the
calculated time when token will be put back into the bucket is every
0.00266666666666666666666666666667 seconds. The figure used is rounded down to the lower
nanosecond, that is 2666666 nanoseconds (2,666666 milliseconds).

Currently not in use Figures epressed in number of messages are rounded up to the closest whole
number.
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5.1.3 Private Messages Used by the OEG Throttlihgchanism

Optig supports the following subet of private OEG messages that participate in the process of (i)
throttling, (ii) settings of throttling configuration, and (id@mmunicating the reasons for throttling event or
disconnection.

Message Name| SBE Message Cod FIX Message Codq Details

Logon 100 A Used to select queue vs. reject behavior for
throttling

Technical Rejec 108 3 Used to indicate rejection ahessages due to

throttling, and the reason throttling event occurred
This message is not sent to Drop Copy

Logout 103 5 Used to indicate reason for disconnection in case ¢
anti-flooding

For more details about these messages clients are advisesVitew the OEG client specifications for SBE
and FIX protocols.

5.1.4 Use of the BuckeConcept

y" Each message sent to the OEG usestogen

Yy The maximum size of the bucket is always constant. The size of bucket never goes above the maximun
size, even if cligrdoes not send any messages for a long peridarod
I Any tokens above the size of the bucket disappear, i.e. fall out of the bucket and ax@unttd

y" On every logon bucket is full, allowing them to immediately start sendiggsages.
I i.e. client carsend a burst of the full bucket size followingon

Yy Whenchoosingdoursts,clientsarefree to choosethe sizeof their burstsaslongasthe burstsR 2 yeszéed
the bucket size, and wait for replenishment before sending the next burst. Both policiedstabea
combined, taking into account the same twonstraints.

Yy If the bucket is empty, client messages are either rejected or stored in a thrajtiiege

Y 1tokenisput backinto the bucket(replenishedhgfter asingleperiodoftime equalto & ¢ AtVES LIt Sy A & |
has passed

y" Thenumberof message the bucketisreplenishedcontinuouslyup to the maximumsizeof the bucket,
independently of whether client submitted new messages or has been inactive for a long penmne of

5.2 OEG THROTTLING INTERACWOMN OTHER MECHANISMS & COMPONENJDBTOR

y" High Availability (HA)OEG throttling mechanism works in the same manner on the Mirror instance of
the OEG, in any HA scenario, as it does on the Primary instance, with identical settiligsteind
Inthe case of an HA event, any messages that were in a throttling queue are dropped, without further
notification to the client.

Yy BusinessContinuity (DR) OEGhrottling mechanisnworksin the samemannerin the DisasteiRecovery
environment as it does iRroduction, with identical settings arichits.

In the case of a Business Continuity event, any messages that were in a throttling queue in Production
environment are dropped, without further notification to the client.

y" MDG OEG throting and associated messages are not reflected in any public messages.
y" Drop Copy OEG throttling does not apply to Drop Caageways.
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53 DETAILS OF OEEROTTLING

The sections below provide the details associated to the OEG Throttling mechanism, associated concepts
and limits.

5.3.1 Queue vsReject

At log on, clients choose whether to queue or to reject messages once the throttling limit is reached.
In theLogon(100) / (FIX A) message, the field used is

Yy SBEQueueingndicator
Yy FIX:Queueingindicatoftag: 21020)

Where values usedre:

Yy 0¢ False, which indicates clients wish to Reject over the limagsages
y" 1¢ True, which indicates clients wish to Queue over the lingssages

If client chooses to Rejegtany limit breached will result in a rejection message.
If client chooses to Queugover the limit messages are stored in a limited size Throttling queue.

Please note; any messages rejected due to throttling are not read by the QB&sequence number of
rejected messages is not taken into consideration by the OEG@lients do notake this into account on

the FIX protocol, a gap in the sequence number will occur. When sending messages after being rejected,
the OEG will initiate the standard FIX protocol mechanism for reset of sequence / gap fill.

5.3.2 Communication of Throttlingzverts

In case of any rejection due to OEG throttling, Optiqg sends the following rejection messages & codes:

y" In SBE, clients receif@chnicalRejectl08) message, where the fielittror Codés set with the value
indicating the reason throttling event hasaurred.

Yy In FIX, clients receiReject(3) messages, where the fieBkssionRejectReasfiag: 373)sset with the
value indicating the reason throttling event hascurred.

Three types of rejection are possible in OEG throttling. The table j@miovides the correspondence of
values used for these three types of rejection in SBE and FIX:

FIX
SBE SessionRejectReaso
Error Code (373) Description of the OEG Throttling Rejection
2085 = Rate exceedel 26 = Throttling Rate Individual message sent is over the limit allocated to the Logig
exceeded Access. This rejection occurs when client chose to Reject over

limit messages
2087 = Throttling | 25 = Throttling queug This rejection occurs when client chosesoeue over the limit
queue full full messages, and after the initial throttling queue limit based on tf
rate is breached, and the throttled messages are stored in thg
throttling queue, the limit of the queue has also been breacheq
2086 = System busy, 27 = Systerbusy This rejection may occur when client chose to Reject over the li
messages, and the system is overloaded by processing of previ
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FIX
SBE SessionRejectReaso
Error Code (373) Description of the OEG ThrottlinBejection
aSyid YSaalr3asa yR OFyQid I 0OO0S
has finished.
5.3.3 Behavior in Case d@ueueing
P'FAGSNI I OfASyidQa hoD GKNROGGEAY3I fAYAG A& O0NBIF OKS

messages arstored (or queued) in a buffer called throttling queue.
From the throttling queue:

Yy messages are processed one at a time at adg@fined period of time (replenistime)

y" messages being processed from the quare
T considered as activity, and duringsécond do not strictly require client sendinpeartbeat
I consume 1 token for each messages processed from the queue

While messages in the throttling queue gm®cessed:

y" the client may submit additional messages which will also be stored ithtbtling queue, until the
queue limits have beereached
y" as throttling queue is limited in size to N times (*) the maximum othineughput,
T any messages over the queue size are rejecteden if the client chooses to queue theiessages
I as soon as argle message is processed from the throttling queue, and a replenish tinpabkssd,
iKS Ot ASyiQa ySE(G &4dooYAGGSR qgueda@ al 3Sa oAttt 08
I clients do not receive a specific notification message for messages that were queued, htiveever
acknowledgemeninessagefaveafield that indicatesthat the messagen questionwasqueueddue

to throttling

§ SBEACck(03) message contains a fietatk Qualifiersone of the positions of which is used for
the Queue Indicator. For messages thatre queued due to OEG throttling this position isteet
one (1)

§ FIX: ExecutionReport(8) message contains a fielckQualifiers(tag: 21014), one of the
positions of which is used for the Queue Indicator. For the acknowledgement of new order
messages thtavere queued due to OEG throttling this position is set to @e

Yy evenif clientschooseto Queuetheir overthe limit messagesdf their connectiondreachtheir rate, either
with a large number of messages, or data, within the allocated time, m@dsages are n@rocessed.

1 Important note: In such cases, and especially if the client is disconnected faeasgn,
¢ client messages may not be acknowledged or rejecead,
¢ the queue idropped
Clients are strongly urged to send at maximilnair rate per second to guarantee no rejections.

(*) cf. section 5.1.1 Summary of formulas

5.3.4 Behavior in Case dRejection

' FGSNI I OftASyidiQa hoD GKNRUOGEAY3T fAYAG A& O0NBIF OKS
messages are rejezd.
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A rejection message will be sent to identify messages processed by the OEG that are over the throughput
limit.

Note that throttling is applied at the individual message level. One message can be throttled at one given
time, even though a previous or subsequent message can be accepted.

To provide an indication of which message is rejected due to OEG throttling, the following fields are
provided in the rejection messages:

Yy BE TechnicalRejedtl08) message contains tli@lowing fields for thigpurpose:

Field Short Description
Rejected Client Message Indicates the Client Message Sequence Number of the rejected messal
Sequence Number
Rejected Message Provides the Type of message rejected, by indicatingdtaplate 1D
Error Code Indicates the type of OEG throttling rejection that occurred

Yy HAX Reject (3)message contains the following fields for thigpose:

Tag Field Short Description

45 RefSegNum Indicates the reference sequence number of tegected message

372 RefMsgType Provides the Type of message rejected, by indicating its MsgType (35
373 SessionRejectReaso Indicates the type of OEG throttling rejection that occurred

The rejection messages do not contain any offtiilowing identified fields: Client Order ID, Order ID,
Quote Request ID or Mass Status Request ID

5.3.5 Behavior for Excessive BreachR®éte

In addition to the queue and rejection in place when the throttling limit is reached, the Exchange sets a
limit for excessive breaching (either in number of messages or amount of data sent), of the assigned rate /
size of connection.

Excessive breaching means that the client attempted to submit a number of messages, or amount of data in
bytes, that is multiple times @ their allowed rate.

Ly OFasd | OftAdSyidQa O2yyS0GA2y oNBFOKSa GKSANI NI
RIFIGFE adzOK O2yySOiGAzya gAftf 0S AYYSRAIFIGSteE RA&O2
LT | cOrnect®nsiar® Breaching limits in this manner multiple times and are continuously

RA202yYySOGSRE al N1 SO hLISNI GA2ya Attt O2yal 00 GKS
This case could occur due to various reasons, including atecn@&adiS Ay G(KS Of ASy i Qa
clients in identifying the issue and correcting it as quickly as possiblepdmut(103) / (FIX 5) message

sent on disconnection in such a case provides specific values identified below.

How to Identify theCase in Logout message

Case SBE FIX

[Log Out Reason Code] [SessionStatus (tag: 1409)]
Excessive number of messag{ 3 = Excessive Number of Message| 106 = Excessive Number of Messag
Excessive amount of data in | 4 = Excessive Amount of DataBiptes 107 = Excessive Amount of Data in

bytes Bytes
Excessive number of message 5 = Excessive Number of Messages| 108 = Excessive Number of Message
and amount of data in bytes Amount of Data in Bytes Amount of Data in Bytes
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5.3.6 Behavior on IntrasessiornDisconnection

The OEG throttling behavior in case of insession disconnection is independent of (i) whether the
disconnection occurred in the Exchange or Cligstesns, (ii) whether it occurred on the same instance of

the OEG continuously available, or (iii) whether a disruptive incident triggered a HA or a Business Continuity
event.

y"  Any messages at the moment of disconnection present in the throttling gaeaielropped, as if never
received by the Exchange. Such messages do not receive acknowledgement or rejection G the

y" On Reconnection, during the usual sequence number processes and resynchronization mechanism
clients could receive throttling rejectiomessages that serve as an indication of messages that were
throttled and as such were never processed prior todisEonnection.

5.4  GUIDELINES FGQRIENTS

5.4.1 What To Do After OEG Throttlddessages

Various cases of OEG throttling may occur anddmmetified by the fields provided in rejection and logout
messages. The section below provides the guidelines on measures clients should adopt following an OEG
throttling event.

5.4.1.1 Overthe OEG Throttling Lim{Queueing)

For clients that choose tqueue throttled messages over the OEG throttling limit, queued messages are
indicated by a flag in the Ack message. Such messages are processed by the Exchange with a delay
associated to queuing.

As the maximum size of the OEG throttling queue isequalkoS NJ S 2F (GKS Ot ASydQ
duration of 2 seconds, the processing of the queued messages, in normal conditions, is expected to last
between 0 and 2 second, depending on the number of messages being queued.

To avoid being queued clients shdu

Yy assess the speed and/or number of messages being sent by their systesitreand
I reduce the frequency of sending to be in line with their replenish tione,
T reduce the number of messages sent to be in line with the rate and associated throttlingskmits
for their logicalaccess

5.4.1.2 Over the Throttling Queue SiZ&ueueing)

A customer can be rejected when they choose to queue messages and they send more messages than the
number available in the queue.

If a client receives a rejection indicating that theessages were throttled because their throttling queue
is full (flagged as follows):

SBE FIX
Message Feld Value Message Feld Value
Technical Reject (108) Error Code | 2087 = Throttling| Reject (3) | SessionRejectReason 25 =Throttling
queue full (373) queue full
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The message rejected is not processed by the Exchange. Clients should:

Yy take this rejection into consideration in their system, and if required resend an instruction to the
exchange,
Yy wait for, at minimum, Ieplenish time period before sending any furthreessages,
Yy assess the speed and/or number of messages being sent by their systesitreand
I reduce the frequency of sending to be in line with their replenish tione,
I reduce the number of messages sent#®in line with the rate and associated throttling limits set
for their logicalaccess

5.4.1.3 Over the OEG Throttling LimjRejection)

For clients who choose to reject messages over the throttling limit. If a client receives a rejection indicating
that their messages were throttled because they have exceeded their rate (flagged as follows):

SBE FIX
Message Feld Value Message Feld Value
Technical Reject (108) Error Code | 2085 = Rate Reject (3) | SessionRejectReasor| 26 = Throttling Rate
exceeded (373) exceeded

The message rejected is not processed by the Exchange and clients should:

y take this rejection into consideration in their system, and if required resend an instruction to the
exchange,
y" wait for, at minimum, 1 replenish time cycle bef@ending any furthemessages,
Yy assess the speed and/or number of messages being sent by their systesitreand
I reduce the frequency of sending to be in line with their replenish tione,
T reduce the number of messages sent to be in line with the rate asocéted throttling limits set
for their LogicaAccess

5.4.1.4 System BusyRejection)

If a client receives a rejection indicating that their messages were throttled because System is Busy (flagged
as follows):

SBE FIX
Message Feld Value Message Feld Value
Technical Reject (108) Error Code | 2086 = System | Reject (3) | SessionRejectReasor 27 = System busy
busy (373)

This rejection may occur when the client chooses to reject messages over the throttling limit, but the
system is overloaded lyyrocessing of previously sent messages and cannot accept more messages until the
processing has finished.

The message rejected is not processed by the Exchange and clients should:

y take this rejection into consideration in their system, and if required mesan instruction to the
exchange

y" wait for, at minimum, 1 second before sending any furthressages,

Yy review the Market Status page for information on a possible disruptisident,

Yy assess the speed and/or number of messages being sent bysyistam anckither
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I reduce the frequency of sending to be in line with their replenish tione,
I reduce the number of messages sent to be in line with the rate and associated throttling limits set
for their logicalaccess

5.4.1.5 Excessive Breaches Bhte

In case a client is disconnected with one of the excessive breaches of message or data reasons, the reasor
for such disconnection is identified in thegout(103) / (FIX 5) message in the fields identified in the table
below for each protocol.

How to Identify the Case in Logout message

Case SBE FIX
[Log Out Reason Code] [SessionStatus (tag 1409)]

Excessive number of messagq 3 = Excessive Number of Message| 106 = Excessive Number of Messag
Excessive amount of data in | 4 = Excessivdmount of Data in Bytes 107 = Excessive Amount of Data in

bytes Bytes
Excessive number of messagg 5 = Excessive Number of Messages| 108 = Excessive Number of Message|
and amount of data in bytes Amount of Data in Bytes Amount of Data in Bytes

In case of such a disconnection clients are urged to review the rate at which they are sending messages
the OEGrsthe allowedrate for the logicalaccesspr assessf there isatechnicalissueinthe O f A SygténD a
For further assistanc®f A Sy ia akKz2dz R O2yil Oltcadsy S 2F (KS 9EOKI

5.4.2 How to Avoid being Throttled &xamples

If the message throughput is linear, clients need to ensure the maximum number of messages sent to the
OEG are below the throttling limit.

If the messag throughput is split into bursts, clients need to respect the buckets available and monitor
their tokens available.

Examples in the section below provide indicative information for different behaviors and chosen methods
for management of throttling.

! | mportant note: The values and distribution of messages will be different depending on the
0KNRdAKLIzG 2F AYRAQGARdAzZ t O02yySOilAizyasz Ot ASyi(Q
not be used to calculate the actual rates and limitghodttling.
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5.4.2.1 Flooding, in QueueinGase

Assumptions: Logical access for 1 session with 1 partition, throughput is 100 msg / second.

Client sends a burst of (N+1)(*) x 100 +50 messages. 50 messages get rejected for excessivdlbreHab are queued, and 100 are immediately processed
by the system.

For the next (N) seconds, the queue is processed and the bucket is used by the queue. For illustration, below an exddsfdle with
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Reason for ThrottlingThe client sendsaultiple times their rate. Flooding increases the risk of disruptive incidents and may give rise to disorderly trading
conditions, which the Exchange is obligated to avoid.

Recommendation Distribute messages within the throughput and time allocated ®ltdygical access

(*) cf. section 5.1.1 Summary of formulas
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5.4.2.2 QueuingCases
Linear injection, with messages above throttling queue

Assumptions: Logical access for 1 session with 1 partition, throughput is 100 msgs/s.

250
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=Rejections e Que ued Messages wme Throughput limit Total Messages sent by second

e Refilled messagesin the bucket e Bucket capacity

Reason for ThrottlingWhile sentm small number of messages on the continuous basis, the overall sum of messages sent within 1 second is more than the
throughput.

Recommendation

Yy send fewemessageshanthe 1 buckett throttling queue sizewithin 1 secondfo avoidmessagéeingrejectedoverthe sizeof the throttling queue
Yy~ split the sending of bursts into fewer messages, which allows for shorter amount of time before the next seputasiple
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Injection in Bursts, with messages above the limit of the throttling queue

Assumptions: Logical access for 1 session with 1 partition, throughput is 100 msgs/s.

Reason for ThrottlingWhile not sent in one burst, the overall sum of messages sent within 1 second is more than twice the throughput.

Recommendation

Yy send fewemessageshanthe 1 buckett+throttling queue sizewithin 1 secondio avoidmessagédeing rejectecbverthe sizeof the throttling queue
Yy split the sending of bursts into fewer messages, which allows for shorter amount of time before the next semokisgie
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